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1
Decision/action requested

Comments on the S3-200289 for clarificationEndorse the proposal in clause 4 "Detailed proposal" below.
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Rationale

3.0

Version control of this discussion paper

This discussion paper is heavily based on the discussion paper S3-193612 [1], submitted to SA3#96ad hoc in Chongqing. The changes of this version compared to [1] are:
-
Instead of clarification in TS 33.501, this version proposes clarification in form of an SBA profile for certificates, based on the proposal in S3-194524 [2].
-
This version takes the proposals in S3-194524 [2] into account, especially the proposal that both NF instance ID and FQDN should be included in the subjectAltName.

-
Clearly states that this contribution contains a main proposal and an alternative proposal.

3.1

Introduction

Solution #25 in TR 33.855 [3] proposes to introduce a binding between authentication at the transport layer (i.e., TLS) and authorization tokens (using OAuth 2.0) by adding a hash of the consumer's certificate to the authorization token. It seems that the intention is to avoid a mismatch between identifiers of the consumer on transport and application layer.

In this contribution, we claim that the intention of TS 33.501 [4] is that such a mismatch should never occur. A clarification in the form of an SBA profile for certificates is needed, but the introduction of a new mechanism is not needed.

In this contribution, we consider the scenario that protection at the transport layer and token-based authorization is used at the network.

3.2

Identifiers in Rel-15 of TS 33.501

According to clause 13.3.1, NRF and consumer NFs authenticate mutually. According to clause 13.3.2, the producer NF authenticates towards the consumer, but not necessarily the consumer towards the producer (at least not at transport layer). The authentication of the consumer towards the producer is done at the application layer, using the authorization token.

It is currently not specified in TS 33.501 [4] that the NRF correlates the identifier of the NF consumer used for authentication at the transport layer, and the identifier of the NF consumer at the application layer (NF instance ID). It is not specified either that these identifiers need to be identical. 

Although TS 33.501 [4] currently does not specify that identifiers at the transport and application layer need to be identical, it seems very reasonable to do so. As explained above, transport and application layer security of network functions are used together to provide mutual authentication and authorization between consumers and producers. Having different identifiers at these two layers would complicate the situation enormously, for example it could lead to a mismatch of identifiers that Solution #25 in TR 33.855 [3] is attempting to solve. However, the mismatch can simply never occur if transport layer authentication uses the NF instance ID as identifier, just as for token-based authorization.

Hence it is proposed to clarify in an SBA profile for certificates that the NF instance ID is included in the certificates used for authentication at transport layer.

Comment 1: 

Impact of the certificate allocation: Adding the NF instance ID into the certificate will impact the certification allocation while deployment. It means that while certificate allocation, NF instance ID must be allocated already. 
During the SA3 #94 meeting, a CR S3-190227 [5] was approved to remove the verification between the instance ID and the ID in the certificates, considering the impact the checking, i.e.,
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- The NF Service producer ensures the integrity of the token by verifying the signature using NRF’s public key
or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer
shall verify the claims in the token as follows
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“The above verification requires that the subject of NF consumer certificate shall be the NF instance ID. Reasons for removing the above actions are as follows:

1.
NF instance ID is a random selected UUIDv4, which is hard for certificate management based on a random selected suject.

2.
NF certificate may be issued before the NF instance ID distribution. Hence, the NF certificate will not include the NF instance ID information in this case, verification will always fail. Also for the load balance, the core network will sometimes deploy new NF instances if needed, which would take a lot of work if new certificate shall be issued also.

3.
The NF certificate and token are designd for different purposes, i.e., NF certificates for transport layer security, the token for application authorization. Hence, the NF certificate management as a depolyment issue, shall avoid the potential confict with the application authorization security.”

Putting the NF instance ID back into the certificate, will face the same issue that already avoided in the SA3 #94 meeting. Hence, this change is not applicable considering the above analysis. 
3.3

Alternative proposal

This contribution proposes that the NF instance ID is always included in the certificates used for authentication at transport layer. However, it may be possible that existing Rel-15 implementations need to be considered that do not include the NF instance ID in the certificate.

If such other options need to be specified, it should be considered to not allow the usage of token-based authorization in this case. This would avoid the mismatch of identifiers described above. It seems that these options would be used in intermediate implementations that do not use the full set of capabilities of the service-based architecture. 
Comment 2: 

This alternative proposal is not acceptable as it is proposing to downgrade 5G security.  Rel-15 can use the authorization as is. 

We shall focus on how to enhance the security in Rel-16.
3.4 
Not recommended option 

Clause 3.3 above describes that existing Rel-15 implementations need to be considered that do not include the NF instance ID in the certificate, but other identifiers like FQDN. Some may argue that these options need to be used together with token-based authorization. However, this would lead to unfortunate consequences. When the NRF receives a token-request, it would not be able to verify which network function has sent the request. The authorization decision would need to be taken based on e.g. the FQDN, or on a NF instance ID that cannot be verified. In both cases, the use of token-based authorization with all its possible granularity (e.g. NF type, slice information) becomes questionable, because none of the information on which the authorization is based is verifyable. This is especially problematic if certificates issued for e.g. FQDN are re-used, so that the same certificate could be used for different network functions. In that case, the NRF has no means to verify whether the information on which it bases the authorization decision on is still correct.
Comment 3:
It has already discussed in the S3-194166 [6] in SA3 #97 that the NRF is able to check whether the NF instance ID is combined with the subject name of the certificate, according to to TS 29.510 clause 6.1.6.2.2
Type: NFProfile, NFProfile, i.e.,
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Unique identity of the NF Instance.

	nfType
	NFType
	M
	1
	Type of Network Function

	nfStatus
	NFStatus
	M
	1
	Status of the NF Instance (NOTE 5)

	nfInstanceName
	string
	O
	0..1
	Human readable name of the NF Instance

	heartBeatTimer
	integer
	C
	0..1
	Time in seconds expected between 2 consecutive heart-beat messages from an NF Instance to the NRF.
It may be included in the registration request. When present in the request it shall contain the heartbeat time proposed by the NF service consumer.
It shall be included in responses from NRF to registration requests (PUT) or in NF profile updates (PUT or PATCH). If the proposed heartbeat time is acceptable by the NRF based on the local configuration, it shall use the same value as in the registration request; otherwise the NRF shall override the value using a preconfigured value.

	plmnList
	array(PlmnId)
	C
	1..N
	PLMN(s) of the Network Function (NOTE 7).

This IE shall be present if this information is available for the NF.

If not provided, PLMN ID(s) of the PLMN of the NRF are assumed for the NF.

	snpnList
	array(PlmnIdNid)
	C
	1..N
	SNPN(s) of the Network Function.

This IE shall be present if the NF pertains to one or more SNPNs. 

	sNssais
	array(Snssai)
	O
	1..N
	S-NSSAIs of the Network Function.

If not provided, the NF can serve any S-NSSAI.

When present this IE represents the list of S-NSSAIs supported in all the PLMNs listed in the plmnList IE.

	perPlmnSnssaiList
	array(PlmnSnssai)
	O
	1..N
	This IE may be included when the list of S-NSSAIs supported by the NF for each PLMN it is supporting is different. When present, this IE shall include the S-NSSAIs supported by the Network Function for each PLMN supported by the Network Function. When present, this IE shall override sNssais IE. (NOTE 9)

	nsiList
	array(string)
	O
	1..N
	NSI identities of the Network Function.

If not provided, the NF can serve any NSI.

	fqdn
	Fqdn
	C
	0..1
	FQDN of the Network Function (NOTE 1) (NOTE 2). For AMF, the FQDN registered with the NRF shall be that of the AMF Name (see 3GPP 23.003 [12] clause 28.3.2.5).

	interPlmnFqdn
	Fqdn
	C
	0..1
	If the NF needs to be discoverable by other NFs in a different PLMN, then an FQDN that is used for inter-PLMN routing as specified in 3GPP 23.003 [12] shall be registered with the NRF (NOTE 8).
A change of this attribute shall result in triggering a "NF_PROFILE_CHANGED" notification from NRF towards subscribing NFs located in a different PLMN, but the new value shall be notified as a change of the "fqdn" attribute.

	ipv4Addresses
	array(Ipv4Addr)
	C
	1..N
	IPv4 address(es) of the Network Function (NOTE 1) (NOTE 2)

	ipv6Addresses
	array(Ipv6Addr)
	C
	1..N
	IPv6 address(es) of the Network Function (NOTE 1) (NOTE 2)

	allowedPlmns
	array(PlmnId)
	O
	1..N
	PLMNs allowed to access the NF instance.

If not provided, any PLMN is allowed to access the NF.

A change of this attribute shall not trigger a "NF_PROFILE_CHANGED" notification from NRF, and this attribute shall not be included in profile change notifications to subscribed NFs.

	…
	
	
	
	


“NOTE 1:
At least one of the addressing parameters (fqdn, ipv4address or ipv6adress) shall be included in the NF Profile. If the NF supports the NF services with "https" URI scheme (i.e use of TLS is mandatory), then the FQDN shall be provided in the NF Profile or the NF Service profile (see clause 6.1.6.2.3). See NOTE 1 of Table 6.1.6.2.3-1 for the use of these parameters. If multiple ipv4 addresses and/or ipv6 addresses are included in the NF Profile, the NF Service Consumer of the discovery service shall select one of these addresses randomly, unless operator defined local policy of IP address selection, in order to avoid overload for a specific ipv4 address and/or ipv6 address.

NOTE 2:
If the type of Network Function is UPF, the addressing information is for the UPF N4 interface.”

Therefore, the subject of the certificate (e.g. FQDN, IP address) is combined with the NF instance ID as highlighted in the above. On the other hand, the NF type, NSSAI and NSI ID lists could also be checked based on the NF profile. 

In conclusion, the statement in the first paragraph of this clause is not correct. The NRF could verify the subject of certificate is correct or not.
Solution #25 in TR 33.855 [3] claims that a binding of the TLS certificate with the authorization token granted by the NRF would allow the producer to verify the identity of the consumer. However, this is not correct, the binding just allows the producer to verify that the same certificate was used for authentication at the NRF. It does not solve the underlying problem that the NRF cannot verify the identity of the consumer to start with if the certificate is issued for e.g. an FQDN.

Hence this contribution argues that it should not be allowed to use token-based authorization together with transport layer authentication based on other identifiers than NF instance ID.
Comment 4:

It has already been approved in comment 3 how to verify the correctness of the certificate by the NRF. Hence the statement in the above is not correct.
4
Detailed proposal




Comment 5: 
Proposal 1: Regarding the above analysis, adding NF instance ID into the certificate is infeasible. And solution #25 is adopted to solve the NFc ID verification issue.
